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Reduce the size of the targets




Concentrations of humans in risky areas




Concentrations of energy found In
hazardous materials

Terrorism Against Ultra-HazMat Cargoes In Washington




Apartment house and chemical plant




1981, Louisville, KT, solvent spilled in
sewer ignited, 4 city blocks destroyed.
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Concentrations of power In vital
organizations of the critical infrastructure
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Tools for coping

« Dispersion of dangerous substances

« Dispersion of vulnerable populations

- Break up large organizations

- Decentralize them if break-up not possible

« All possible through regulation




ECONOMIES OF SCALE?

« PRODUCTIVE EFFICIENCY VS MARKET CONTROL
e INCREASED CONCENTRATON AND SIZE
 BIGGER IS NOT SAFER



SOME BABY STEPTS

e Substitutions of less hazardous materials and
processes

— Mass. disclosure law

— Federal Toxic Release Inventory program

— Sewage and water plants, use bleach not chlorine
— Refinery uses modified hydrofluoric acid

e Mass. requires open source format for
computers



Large systems of small units

* Internet Largest “organization” in world

- Power grid Largest “machine” in the U.S.

« Small firm From 10 (packaging machines)
networks to 100 (furniture) to 1000 (bio tech)

e Terrorists From <10 to >100s



System reliabllity

* Internet Very high, given volume of traffic

- Power grid Very high prior to deregulation

« Small firm Moderate; self-adjusting
networks

e Terrorists Moderate, since under attack



System efficiency

 Internet Extremely high, given volume

- Power grid Very high

« Small firm High: network economies of scale
networks
 Terrorists High: low maintenance &

operating costs



Control Structure

- Top Level Goal setting. Coordination and
monitoring, not command & control

« Second Spatial and product devolution
e Third Support staff

« Lowest High autonomy, self adjusting



WHAT IS TO BE DONE?

Prevention, remediation, and
recovery will always fall short



Reduce the size of the targets

- Concentrations of populations in risky areas

- Population concentrations are a result of both
local and federal policies

« Concentrations of hazardous materials

- Concentrations of private organizations in our
critical infrastructure

- Power, telecommunications, chemicals, transportation,
agriculture, food processing, etc.

- Critical infrastructure protection is national in scope
but largely controlled by private business



This depends upon the electoral
system—which Is flawed

- Senate Is unrepresentative
- Electoral College unrepresentative

- Congressional elections distorted by business
financing

- Campaign financing reforms ineffective



Restrictions on lobbying

- Elected representatives
« Agencies and agency heads



Court rulings are critical

- They favor private property rights over community
rights

- They prevent states and localities from setting
higher standards than federal ones

 They limit the right to sue corporations and
government agencies



Suits to redress externalities

« Accidents
« Pollution

« Environmental issues: Wetlands, settlements,
population concentrations

 Reliability and security in telecommunications
(e.g. Internet)



Much could be done through liability suits

- These would bring the insurance industry into the
problem

o If Microsoft could be sued for unreliable or
iInsecure products they would take notice

- More effective than trivial agency fines



Some examples of the regulatory problem

« Millstone nuclear plant

- Chemical plant safety

- Voluntary emissions reductions
- Hazardous rail cars



All-hazards approach

- Privileges terrorism over natural and industrial
disasters

- Many terrorist expenditures not all-hazards
- Terrorist threat exaggerated for political purposes



Wil further calamities help?

e 9/11 response not encouraging
« Katrina response not encouraging

* More specific disasters that focus upon an
iIndustry may be more effective



*Nuclear power plant accident
Mad cow disease outbreak

A few chemical plant explosions
eContamination of milk silo
*Yearly massive power outages
Massive Internet attack

More hurricanes and floods



Some hopeful signs

- The number of regulatory agencies has increased
steadily in the last 100 years (FDA, OSHA,
NIOSH, FAA, etc.)

- The number of public interest and watchdog
organizations has grown

e The Internet has increased information for those
who care, and increased donations from non-
business sources



We need a focus on reducing the size of
the targets

« Of nature’s wrath
« the Industrial accident
« and the terrorist’s Jihad



“SO FAR, SO GOOD.”

CHASE 19/33/ 04
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1. Air conditioned trucks drive by aimlessly

2. Reporters come and go, but no supplies

3. Red Cross can’t deliver supplies —
discourage evacuation

4. Air marshals must ride evacuation planes

5. Passengers hand searched

6. Emergency rations confiscated
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The Travails Continue...

/. Volunteer physicians not allowed to help

8. No power available to send the
faxes necessary to get supplies

9. National Guard force hid in Convention Center

10. Navy hospital ship idled for days offshore

11. Nearby Army troops continue to train as usual
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