B
o
~
A
A
o
z
g,
<
Q
=

NEW AMERICA FOUNDATION

WIRELESS FUTURE PROGRAM

Working Paper #17 February 2007

Wireless Net Neutrality:
CELLULAR CARTERFONEAND CONSUMER CHOICE
IN MOBILE BROADBAND

By Tim Wu'

Over the next decade, regulators will spend inéngatime on conflicts between the private interedtthe
wireless industry and the public’s interest in thest uses of its spectrum. This report examines th
practices of the wireless industry with an eye talvanderstanding their influence on innovation and
consumer welfare.

In many respects, the mobile wireless market is erdains a wonder. Thanks to both policy and
technological innovations, devices that were saefiction thirty years ago are now widely available
Over the last decade, wireless mobile has beerirdant industry,” attempting to achieve economiés o
scale. That period is over: today, in the Unitéaltés, there are over 200 million mobile subscepand
mobile revenues are over $100 billion. As the siduand platform mature, the wireless industryraats

a new look.

This report finds a mixed picture. The wirelesdustry, over the last decade, has succeeded igihgin
wireless telephony at competitive prices to the Acaa public. Yet at the same time, we also fihd t
wireless carriers aggressively controlling proddesign and innovation in the equipment and apjdinat
markets, to the detriment of consumers. In thesdviworld, their policies would, in some cases, be
considered simply misguided, and in other casemhsidered outrageous and perhaps illegal.

Four areas warrant particular attention:

1. Network Attachments- Carriers exercise excessive control over whaicde may be used on the
public’s wireless spectrum. The carriers placergrcontrols over “foreign attachments,” like th& &

of the 1950s. The FCC®Barterfonerules, which allow consumers to attach devicetheir choice to the
wired telephone networks, do not apply to wirelestvorks. These controls continue to affect inniovat
and the development of new devices and applicafmmaireless networks.

2. Product Design and Feature Crippling- By controlling entry, carriers are in a position to

exercise strong control over the design of mobigigment. They have used that power to force
equipment developers to omit or cripple many coreufmiendly features. Carriers have also forced
manufacturers to include technologies, like “wallgdrden” Internet access, that neither equipment
developers nor consumers want. Finally, througdewtlisclosed “phone-locking,” the U.S. carriers

disable the ability of phones to work on more tlare network. A list of features that carriers have
blocked, crippled, modified or made difficult toeysat one time or another, include:

Call timers on telephones,
Wi-Fi technology,
Bluetooth technology,
GPS services,
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Advanced SMS services,

Internet browsers,

Easy photo file transfer capabilities,
Easy sound file transfer capabilities,
Email clients, and

SIM Card mobility.

3. Discriminatory Broadband Services In recent years, under the banner of “3G” servicasiiers
have begun to offer wireless broadband servicescthrmpete with Wi-Fi services and may compete with
cable and DSL broadband services. However, thacssrare offered pursuant to undisclosed bandwidth
limits and usage restrictions that violate basiwvoek neutrality rules.

Most striking is Verizon Wireless, which promingntidvertises “unlimited” data services. Howevér, i
and other carriers offer broadband service purshatit to bandwidth limits, and to contractual lisnihat
bar routine uses of the Internet, including dowdlong music from legitimate sites like iTunes, thee wf
Voice over IP, and the use of sites like YouTube.

4. Application Stall — Mobile application development is by nature tecaify challenging.
However, the carriers have not helped in fosteaimgbust applications market. In fact, they hawpdsed
excessive burdens and conditions on applicationyentthe wireless application market, stalling wha
might otherwise be a powerful input into the U.€omomy. In the words of one developer, “theresaly
no way to write applications for these things.” eTimobile application environment is today, in therds
of one developer, “a tarpit of misery, pain andtdesion.™

Most of the carriers exhibit similar practices hetareas discussed in this paper. However, in agh
there are variations between the four largest eari AT&T, Verizon Wireless, Sprint-Nextel, and T-
Mobile. Speaking generally, Verizon Wireless anti®X have the most restrictive policies; Sprint is
slightly less restrictive. The fourth and smallestnpetitor, T-Mobile, tends to be the least restre on
consumers and application developers. The reliance fourth competitor for serious variation idustry
practice must be kept in mind when considering fatyre consolidation.

The report makes four major recommendations:

1. Cellphone Carterfone — The basic and highly successfdarterfonerules in the wired world
allow any consumer to attach any safe device tahiser phone line through a standardized jacke Th
same rule for wireless networks would liberate devinnovation in the wireless world, stimulate the
development of new applications and free equiprdesigners to make the best phones possible.

2. Basic Network Neutrality Rules- Wireless carriers should be subject to the seone network
neutrality principles under which the cable and Di8tustries currently operate. Consumers have the
basic right to use the applications of their chaicgl view the content of their choice. Wirelesgiees
who offer broadband services should respect thee dzasic freedoms. Carriers can tier or meter nyici
for bandwidth without blocking or degrading consuroleoice.

3. Disclosure— Consumer disclosure is a major problem in the ws®lworld. In addition to the
disclosure of areas lacking coverage and rate-pl#formation, carriers should disclose—fully,
prominently, and in plain English—any limits placed devices, limits on bandwidth usage, or if desic
are locked to a single network.

4. Standardize Application Platforms- The industry should re-evaluate its “walled garden”
approach to application development, and work fogretto create clear and unified standards for
developers. Application development for mobileides is stalled, and it is in the carriers’ owrenast to

try and improve the development environment.



Part I: The State of Wireless

1. Introduction to the U.S. Wireless Industry

In Washington, D.C., the wireless world is somesrdescribed as a nirvana for consumers brought/on b
competition and enlightened government policy. 8@mwmnsumers and groups depict a very differenystor
a “cell hell” of “dropped calls, dead zones, biffierrors, and unexpected fees and charyeBhe truth lies
somewhere in the middle. Relative to its histdhg state of the wireless industry is greatly inved
Since the 1990s, when the Federal Communicationsn@ission began to auction wireless spectrum
suitable for telephones and other devices, wirelelephony has taken off. But now, a decade ldher,
industry is no longer an infant. As mobile platfar mature, and as consumer markets reach satyrten
state of the wireless world warrants greater seyuti

Some observers argue that the oligopoly structtirde wireless market makes scrutiny of the industr
unnecessary, because any anti-competitive or anstanmer behavior will be self-correcting. In therds

of AT&T spokesman Mark Siegel, “this is a fiercetpmpetitive industry,” which has grown “almost
entirely through the force of competition in therk®tplace, [and] more innovative devices and sesuic
Put simply, since there is no single cell phone opmfy, attention to these issues is unwarranted—in
Siegel’'s words, “this whole issue is a giant redihg.”

Part IV of the paper addresses these issues giredtl short, the carrier market is simply not greo
market. While entry is not impossible, under cotreonditions, it requires multi-billion dollar
investments. The consequence is a spectrum-baigggbally, not the “fiercely competitive” market thist
sometimes portrayed. The wireless market may batively competitive by the standards of the
telecommunications industry and regulated industile energy generation. But the U.S. wirelesskeia

is nothing like the market for blue jeans or vodéad it is a mistake to so pretehdhe behavior of the
carriers, moreover, refutes the argument that pbiyocompetition is a cure-all. The practices dueated

in this paper are of manifest concern for consunaed for innovation in the markets adjacent to the
carriers. Their pattern of parallel behavior cadtsibt on arguments that the limited competitiorain
spectrum-based oligopoly can be expected to sdilyeablems.

If it is accepted that the wireless industry watsaattention, several important justifications aseially
raised for the industry’s practices. It is oftersexted that industry practices are made necessary b
spectrum scarcity and the need to maintain netwgedurity. These arguments are important—no one
wants a world of calls that never go through, cdegpread identity theft practiced through cell rets.

Yet, critically, these arguments cannot be accepgedlanket justification for any and all carrieagtices’
Just as the network security and quality claims enbgt AT&T for much of the 20th century were
eventually questioned, the claims made by the reddatriers today must be examined far more closely.

The historic parallel is instructive. Wired voitelephone networks had more or less reached thkir f
potential under AT&T by the 1960s. To reach thetnstage, the most important steps were not
technological but deregulatory—destroying impediteesreated by AT&T that restricted innovation and
competition. As Eli Noam writes, “in almost all ethfields of communications the US is heavily doamt
Why not in mobile wireless? The one different ghte is policy.® To reach the “next stage” in wireless
communications, the most important step may be iogethe networks to true competitive entry. This
paper specifies how that could happen.

Finally, many readers may be puzzled by the ca'rieehavior in this area. The last part of thegrap
addresses an important puzzle: Why would a cawaant to cripple products in the first place? Comipa
usually like to sell the best product possiblea ffhone with Wi-Fi is a better phone, why not gwedit?

This paper introduces three possible explanatiofise first is that the carriers are engaging immrnf of
price discrimination—crippling products so thatyhaight sell the crippled product at a cheaperepti
poorer customers. This form of price discriminafiehile not uncontroversial, is defensible. Thelglem
with this explanation is that the wireless carridosnot also make available a fully-capable prodacta



higher price. Instead, wireless carriers demotestam incomplete price-discrimination strategy:eafig
the crippled product, but not the fully functiorade.

That suggests two other explanations. First, #reiars may be acting to protect existing revenueams.
If a feature like Wi-Fi might endanger 3G or voirevenue, the carrier may block it to protect itsoime,
or in industry jargon, “prevent revenue leakag&.hat behavior is an example ofhagative spilloveior
externality behavior that helps the carrier, but hurts sgciet

Second, in some instances the carriers may sinplméking the wrong decisions. For example, when it
comes to software development, the carriers ancesegmipment manufacturers have pursued a quixotic
strategy. They have failed to standardize, ane lpdaced controls on software development thagcefin
interest in maximizing control over any new sersidhat may arise. That strategy, according to many
developers, has inhibited the growth of a strongiteosoftware market. Companies and industries do
make mistakes, and the carriers’ current applioattoategy may simply be an error.

One point should be clear. This paper is writterexamine what carrier practices may be harmful for
consumers or society. It is intended to shed l@htpractices that might, for one thing, be dissdaby
consumer pressure and competition, and to raisgtigns for the carriers themselves. It is abstjuiet a
call for comprehensive regulation or nationalizatiof the wireless industry. The perspective is that
regulation, if necessary, should be a last resort.

2. Competition Model

The American wireless industry is a classic exampken information platform economy.

Figure 1. The Wireless Industry and Associated Indstries’

AT&T, Verizon, Sprint, & T-Mobile
Wireless Network

Oligopoly
Consumer
Equipment
Simple Smart Future
Phones Phones Equipment

Today, most discussion of the wireless industrfpcsised on the degree of competition between carrie
the horizontal competition within the carrier markepresented as the “Network” layer in Figurebb\e.
The FCC has done important work in this area stheel990s. The rise of spectrum auctions, théalinit
imposition of spectrum caps (since repealed), hachtimber portability rules are important landmahie
have intensified intra-industry competitich.



Much less attention has been paid to a differenutasthe impact of carrier practices on the vdrtitarkets
touched by the wireless industry and its spectrased oligopoly—in other words, the effects of the
wireless oligopoly on the equipment and applicatitarkets, and consequently on consumers.

Part Il: Carrier Practices

For various reasons, discussed in Part IV, theoplity of carriers, using their power over the pabli
spectrum, are disabling features or paths of devedmt that might be attractive to consumers. We no
turn to a more detailed look at carrier practicé¥e examine four areas: (1) network attachmes, (
product design and feature crippling, (3) datadiserdiscrimination, and (4) application development

1. The Right to Attach —CarterfonePrinciples

In early 2007, Apple launched the iPhone—its ffslay into the world of wireless voice. The iPhone
(Figure 2) is beautiful and innovative in designut & also came with many surprising limitationslost
importantly, to the surprise of many, the iPhondyomorks on the network of a single carrier, AT&T
Wireless. The hundreds of millions of consumehe\are not AT&T Wireless customers cannot make use
of the iPhone unless they become AT&T customerise question is, why? Why can’t you just buy 4d cel
phone and use it on any network, like a normal pflon

The main reason is the lack, in the wireless wafdyasic network attachment rules.
Thanks to FCC rules dating from the 1960s and 19t8sally referred to as

Carterfonerules, when it comes to wireline telephones, coress have the right to

attach whichever devices they want to their phamesl That right is made possible
by the standard “telephone jack.” If Apple wantedbuild a wireline telephone, it

would simply build one that could plug into therstard household phone jack. It
could sell the device directly to consumers—anadtild work whether they bought

their phone service from AT&T, Verizon or any ofritlreds of smaller telcos.

The standardized telephone jack has proved esks@mttammpetition in the wireline
space. To understand its importance, we must examvimere it came from. For
much of the 20th century until the 1970s, the AT&bnopoly barred consumers
Figure 2. from attaching anything but a Bell telephone toirtiietwork. AT&T had a rule (a
Apple's iPhone tariff’), which stated,

That rule, unsurprisingly, suppressed all compatittnd most innovation in the making of telephonAs.
slow change began in 1948, when a company namesh+dtPhone” challenged AT&T'’s rule. AT&T had
banned the use of a small device (shown in Figurel8w) designed to keep phone calls quiet andateiv
Hush-a-Phone challenged the tariff at the FCC asgasonable.”

" Pursuant to §203(a) of the 1934 TelecommunicathkmisAT&T had the right to file tariffs showing
charges for its phone service, and also “classifina, practices, and regulations affecting” itepd
service.



Figure 3. Hush-a-Phone Advertisement

A Telephone Silencer —the HUSH-A-PHONE

A selgtion of firce pione problems of subscribers
Fafwroardag Pevworn S oo oannet liai Hd=alial natbre

Ehinianting Fhowy Talk Aenoronee: Juelcg the <l
dmproving Haniing o Moley Fromn By oo

Welre Tor @ooklet T-F,

Hush-A-Phme Corporation, 43 W. 16tk 81, H. ¥. City ~ «.

Vekild "hap

Badrh fa~ Havdard Phay

In litigation, AT&T argued that

After eight years of litigation, the D.C. CircuitoGrt of Appeals ordered AT&T to allow consumers to
attach the Hush-A-Phone to their handsets. Thet said that the subscriber has the “right reaskyriab
use his telephone in ways which are privately Hersfwithout being publicly detrimental* Subsequent

to this ruling, through the 1960s and 1970s, thé& Ftogressively deregulated network attachments—
ordering the local phone companies to allow useiohnect any devices that complied with a setasid
rules. These principles are often referred tda€arterfoneprinciples, after the 1968 case by that name.

In the Carterfonecase, AT&T wanted to prohibit the use of the “@ddne,” a device that facilitated
communication between a mobile radio and a telephoAT&T again argued that control over all
equipment on the network was necessary for thepltelee system to function properly. As AT&T
described in an advertisement, “It takes a totatlified system to make it all work. One systeml&A.”

Despite these arguments, the FCC Garterfone
struck down AT&T's rule as “unduly

_— \ discriminatory.” Importantly, the FCC rejected
‘ arguments made by AT&T that suggested control
- over all equipment on the network was necessary for
" the telephone system to function propéflyFull
.. :'.‘. ® k/ realization of the modularity rule implicit in

Basferjors Carterfonetook until the late-1970s, but few doubt
the historic importance of the decisibh.

The 1968Carterfoneright to attach devices to home
networks is perhaps the fundamental consumer right
Figure 4. TheCarterfone in telecom, and indeed its consequences have been
historic. The attachment right is broadly celebdat
by policy analysts of every ideological persuasioto recognize th&arterfoneprinciple as a central
tenet of a competitive telecommunications policyHowever, as described below, AT&T’'s wireless
descendants have shown an interest in resurrectivegyway or another, the p@arterfonerule.

The Carterfoneprinciple has had enormous consequences not ortiglécommunications policy, but for
the economic prosperity of the United States. @&h#ity to build a device to a standardized network
interface (the phone plug, known as an RJ-11) daivéh to a new market in home and business
telecommunications equipment. That led, predigtaiol competition in the phone market. But it dlsd,
unpredictably, to other innovations. Those hawtuitled mass consumer versions of the fax machiee, t
answering machine, and, perhaps most importartl,nhodem. Arguably, the FCC’s rules on network
attachments—now known as the Part 68 rules—hawve theemost successful in its history. The freedom



to buy and attach a modem became the anchor ghéss popularization of the Internet in the 1998s.
one observer put it, withouEarterfone “the development and broad popularization of ltternet also
would not have occurred as it did. The key poin€afterfoneis that it eliminated an innovation bottleneck
in the form of the phone companif.”

Carterfoneis an important innovation policy. It drives detralized innovation: any company or even
individual can build to the standardized telephgaek, without gaining the permission of the phone
company"’ Carterfonefreed innovators to invent the personal modem,thed ever-faster versions of the
personal modem, without seeking approval from theers of the telephone lines. In the wireless eorl
the Carterfonerule does not exist. Instead, like in the Paterfoneworld, innovative companies must
seek the permission and cooperation of the casligopoly.

Consequently, the market for consumer devicesusual and distorted. As one developer put it, “Yust
can't sell in this market like you do in othershelcarriers have ultimate control over what proslueach
the market. If they don't like what you're doirthat's too bad.”

Current Barriers to Attachment and Marketing

American equipment manufacturers are used to leteronnections and telephone lines that are “phdy a
play.” A firm can design equipment, create whatdeatures it thinks best, and sell to consumeectlyy.

In contrast, today, it ide factonecessary to obtain the permission of the camiendrket a wireless device
in the United States. That fact creates an ingpdrbottleneck on innovation and product diversifyo
make it to market, any device must “fit” with thadiness plans of the major carriers.

That has two main consequences. First, the celilanes widely available in the United Statesjasta
small fraction of the phones available in the worlds Marguerite Reardon of C-Net points out, “even
though Nokia introduced roughly 50 new products itie market last year, only a handful were offdred
operators in the U.S#

Second, as discussed in subsequent sections, lcom&oattachments has given carriers enormous powe
over equipment design and over application marké&isst, we examine how the carriers control nekwor
attachment in the first place.

Retail Barriers

The major carriers have a near-lock on the retilii mobile wireless devices in the United States.
According to analyst estimates, between 90 perardt95 percent of cell phones in the United States
sold by the carriers. That is nearly the opposftether markets: in some markets in Asia, for eplem
about 80 percent of cell phones are sold indepetydeia carrier:®

The primary reason is very well known, and everobed by consumers: the practice of subsidizing
equipment purchases with subscription fees. AstHlrucker writes inVireless WegKby far the biggest
impediment to commercialization of innovative was$ data products and services lies in the waylenobi
handsets are distributed in the U.S. mark&t.”

As the main carriers collect a monthly fee fromsumers, they are in a unique position to colleetgfice

of the telephone or smartphone over a long periodeffect, they can sell telephones on a “buy-rgay-
later” basis, like an installment plan, as oppote@ lump sum purchase. Typically, a provider like
Mobile or AT&T will advertise and sell a phone $99-$199 that retails without subsidies for $300%6
They consequently collect the full cost of the pélene through higher monthly billing, spread oveitt
entire customer base. The higher fees chargedctover the price of the telephone subsidy progreen a

" Many of the application and equipment developeteriewed for this report requested anonymity, for
fear of retaliation. For that reason, some ofgtwerces relied upon cannot be disclosed.



not indicated on phone bills. Since many consunsgrsnd over $1,000 a year for mobile service,
collecting the wholesale price of the telephonesufgh subscription fees is practical.

As many sources we interviewed suggest, the submikes trying to sell phones through non-affiliated
retailers a losing proposition. As one equipmentaedoper explained, “we always hated it, but if yeant

to move the needle, you have one choice, and tkatlsig through the carriers.” It is possibletoy
handsets from unaffiliated vendors in the Unitedt&t, but they cost far more because of the ladkeof
subsidy.

Whether the phone subsidies and other barriersetevark attachments are ultimately a pro- or anti-
consumer practice we do not address in this papelowever, their effect on innovation, equipment
markets and application markets is undeniable.thAsonly significant channel for the purchase obiieo
devices, the carriers can and do reserve the prowacide what devices will operate on their nekwor

Technical Barriers

In the United States, carriers rely on two distimatin standards—GSM and CDMAThe CDMA carriers
(Verizon and Sprint) have different means of resittg network attachments than the GSM carriers (T-
Mobile and AT&T). We shall examine each briefly.

Approved Phones Only“We only allow devices on our network that have bapproved,” said Jeffrey
Nelson, a spokesman for Verizon Wirelé5sAs Nelson confirms, for Verizon Wireless, the lasge
CDMA carrier in the United States, only devices cfieally approved by the company work on its
networks. Technically, how is this accomplished@ EDMA carriers, every device that connects to the
network must have an approved ID number—an ESNctfeleic serial number) or, more recently, an
MEID (mobile equipment ID). The practice of Verniz@Vireless is to block telephones that are not byld
Verizon itself?? As one Verizon customer representative put It,the phones that work are already in our
system.”

The method of exclusion is a “whitelist” of Verizghones which, by implication, prevents others from
working. Without an approved ID number, telephones sold by Verizon will not be recognized and
cannot be used on the network. This effectivelkesa/erizon Wireless the gatekeeper of market dotry
telephones on their network, like the AT&T of old.

The whitelist is not a matter of technological resity. Sprint is also a CDMA carrier and its pieetis
slightly different. Sprint keeps a list of custanieSNs and bars the use of existing ESNs—whichbean
evidence of a “cloned” or stolen telephone. WHiwint “discourages” the use of non-Sprint phone#®
network, and will not offer technical support farch phones, it does not block the use of phonegson
network as Verizon does. In other words, a consumt® owns his own phone can call Sprint customer
service and have his phone activated on the network

Phone Locks. The GSM wireless providers (AT&T and T-Mobile) limietwork attachments using a
different means: “locking” cell phones, or makitigm incapable of operating on any network othanth
theirs. It would be strange to have a car thakea on some roads but not others. However, méitheo
mobile wireless equipment sold in the United Stateday, unless modified, will only work on one
network, for reasons unrelated to technologicakssity.

* Notably, if the current low upfront prices madesgible by subsidies are important to ensure the
affordability of phones for consumers, telephormsda be sold on an installment plan, with repayment
grocessed automatically through billing.

GSM stands for the Global System for Mobile Commations and is the world’s most popular standard.
CDMA stands for Code Division Multiple Access asdused mainly in the United States, South America
and Korea.



Locking works as follows. The GSM standard envisi@ standardized interface
between the phone and wireless service. For #a$on, GSM phones carry a
s Subscriber Identity Module, or SIM card, designedrtake it easy for one phone to
A - be used on various networks simply by pluggingewrSIM cards. In addition, the

b/ < SIM system allows consumers to easily switch tedels by moving the SIM card

w e from one phone to another.

Figure 5. A SIM The mobile device itself, howev_er, can _be desi_gme(bcognize and_ reject certain
Card types of SIM cards based on information carriedtlse SIM, creating a “lock.”
There are several varieties of lock: a “servicevigher lock” simply prevents the
phone from being used on anything but the SIM cafdsne service provider. A “full lock” preventset
phone from being used with any other SIM card, qzbri Most, if not all, of the American GSM phones
sold by carriers are locked, disabling the utitifythe SIM system.

b

Just as it is possible to lock phones, it is pdegib unlock them. Typically, unlocking a phonguees
entering a series of codes, and there are comp#raespecialize in unlocking telephones and riesgll
them. The U.S. Copyright Office announced in 204 telephones may be unlocked without violatirey th
anti-circumvention provisions of the copyright lawkough of course the rule does not prevent aarrie
from locking phones to begin wit. The GSM carriers, T-Mobile and AT&T, have beenetal not to go

too far in absolutely preventing the unlocking dbpes, perhaps for fear of regulation. Both fiappear

to have a policy of agreeing to unlock telephorm@srequest, so long as the phone has been owned for
three months.

What is important, however, is the status quo. tMossumers have no idea what a phone lock is)dee
know how to unlock a phone themselves. New praguidte the Apple iPhone, are sent to consumers
locked to one network (AT&T, in Apple’s case). Genuently, unlike in most of the rest of the world,
American devices are usually locked absent usegréizp or knowledge.

* % %

Two sets of consequences flow from the control daatiers exert on the marketing and attaching of
mobile devices in the United States. One is a ¢dggoduct diversity Of the many mobile devices sold
even by major providers like Nokia and Motorolalyoa fraction effectively make it to the U.S. marke
The bottleneck also deters other potential markgtats.

The second set of consequences of the carrieehettk on the device market is in product desigrnssue
to which we now turn.

2. Coercive Product Design and Crippled Phones

As a condition of network access, American wireleasiers are wielding a heavy hand in the design o
mobile devices. “We were used to selling PDAs ¢peal digital assistants). But the wireless mavkast
like night and day. Basically, the carriers halldtee power,” said the former wireless marketirigedtor

of a PDA manufacturer. While they accept that sdewel of cooperation is necessary, equipment
developers complain about two problems: (1) bdéorged to disable services or features that might b
useful to consumers, and (2) being forced to adohents to telephones that the designers do ndt &nin
what consumers want.

Call Timers. Developers report that carriers have often foréeaintto remove or limit “call timers” from
their phones. Call timers can keep track of tigtle of individual phone calls, and can also keapk by
month, year, or in total. The carriers, reporte@dise concerned that consumers might easily devatop
independent and possibly different record of theabile phone usage. While it is clear that destrgwan
independent record simplifies billing practices &arriers, it is less clear how that serves thergsts of
consumers.



Photo Sharing. As one developer said, “The first thing you wantitowith a photo is get it off your phone
[and] email it, right? But the carriers wouldrét lus make it that easy.” In the early 2000s, wtemera
capabilities began appearing in telephones, equipd®velopers and carriers came into conflict.

Developers wanted to make it relatively easy todsarphoto to an existing email account, as a prtoduc
feature. Carriers, conversely, wanted to chanoesemers to paid “photo sharing” sites where, for a
monthly fee, consumers could upload their photas #ien download them to their computers. While
results now depend on the device and carrier, ncanyers successfully forced equipment developers t
make photo-sharing services the only way to getgshoff of a camera-equipped phone.

For example, Sprint’s “Picture Mail,” Verizon’s ‘PiPlace” and AT&T’'s MediaNet/MMS services, for
prices typically ranging from $60-$240 per yeatowl consumers to get photos off of their phones and
onto a Web “album.” An AT&T customer, for examplgho wants to get photos off of her phone must
sign up for three packages: “MediaNet,” “Text Magieg” and “Multi-Media Messaging,” each of which
has affiliated charges. On many phones, the carniave made it difficult (or sometimes near-imjius$

to get the pictures off of the phones otherwisbatThas prompted numerous consumer complaintonas
consumer wrote about Sprint’s offering:

S %
$& % "
(G )

Consumers also report that Verizon has placeddionitthe maximum size of photos that can be uptbade
from its phones (300 KB), for reasons that areahafiys clear. In the words of a Verizon customer:
* o+ - / *&0
123345#642737 8
* o+ &339 /I

1* +8

Whatever the benefits of a photo-sharing servicg b® generally, it seems hard to see how consumer
interests are served by making it harder for corsarto send photos to themselves.

Web Access. During the early development of wireless-capableA®also known as smartphones, the
potential use of phones to access the Web becawieusb However, various carriers strongly oppotsed
availability of “full” Internet browsers on the diees. Instead, the carriers pushed the developofea
alternative to the standard Internet through théré&ss Application Protocol,” or WAP.

There are two ways to approach the challenge ofigiray access to the Web using a cell phone. Tree f

is to provide access to the existing Internet antphfy sites to reflect the limits of the mobildapform.
That was, for example, the approach of the “Blazmdwser developed by Palm systems. The Blazer
worked by simplifying normal Web pages to make thappear on a phone, consequently allowing
consumers to reach a full, albeit simplified, ran§&/eb content.

The carriers, however, supported a different apgro@ambodied in the WAP protocol. As opposed to
adapting the Internet to the technical constradfitenobile phones, WAP created an entirely new $et o
protocols, and contemplated, in essence, the oreafian alternative, cell-phone only Web. Thgiess
pressured manufacturers to offer WAP-compatibleMsass only, and then, at least initially, a “walled
garden” of WAP-compatible sites. As one develogsd, “we thought Blazer was pretty good, while we
knew WAP was terrible. But the carriers had toen#AP.”

As one critic wrote of WAP:
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Eventually the carriers relented, demanding ont their site be the first site available on angviser.
Ultimately, WAP proved a commercial failure and bagn abandoned in the United States.

Bluetooth. The disabling of Bluetooth functionality has beemajor sticking point for many consumers
and has even prompted a lawsuit. Bluetooth is @opol designed for very short-range personal
communications—to allow communications between cke/such as PCs, printers, wireless headsets, etc.
Obvious uses of the technology might include tramgig photos off of camera-phones, printing
information from a telephone, or backing up addhessks.

In 2004, Verizon Wireless released the Motorola W7kll phone,

advertising “full” Bluetooth capabilities. Howevemost of the

Bluetooth capabilities were, in fact, disabled. eTfghone was capable
only of recognizing headsets and cooperating witinadem to make
dialup calls. In statements and interviews, VeariX@ireless stated that
the crippling was necessary for “security” reasonst later defended
the crippling as necessitated by its contracts wittious content
partners. Inresponse, in 2005, subscribers életass action lawsuit in
California. Verizon Wireless eventually settleé tawsuit®®

Since then, while it hasn’t stopped crippling Bhath, Verizon and
Motorola more clearly indicate the limits of theuBtooth features on Figure 6. Verizon's modified
phones. For example, Motorola’s “Phone Tools” vitebstates: Motorola V710

* 4

@
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In addition to Verizon's practices, which are ndéabSprint and AT&T have also, at various times,
disabled various Bluetooth capabilities—particylarh smartphones like thieeoline.

It is important to understand the consequenceslwétBoth crippling. Generally speaking, the tneamt

of Bluetooth features by carriers is inconsistentl anixed, uncertainty which makes it difficult or
impossible for developers to create secondary nebased on full Bluetooth capabilities. For examjt
would be easy for mobile phones to communicateebettith printers so that users can print phone
numbers, addresses or photos. However, the umpabdity of Bluetooth capabilities has inhibitedet
growth of that or similar markets.

Wi-Fi.  Technologically, cellular phones can incorporat&RiV(802.11b) capabilities for a range of
potential uses, from email, to web access, to VadtP,communicating directly with other devices.
However, over the last five years, American wirglesirriers have strongly resisted and blocked the
installation of Wi-Fi capabilities in cellular phes. In some cases, they have forced equipment
manufacturers to manufacture specialized Americarsions of telephones with all Wi-Fi capabilities
crippled.

” Bluetooth is specified in the IEEE 802.15.1 Peasdwea Network Standard.
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The Nokia e62/e61 is one example. The Nokia eGinehs the company’s
flagship “smartphone™—widely known as its “Blackberkiller.” It was
released in Europe in the summer of 2006 to erdltisireviews. However, in
the United States, AT&T is the exclusive vendortbé e62—a crippled |
version of the e61 that has Wi-Fi and other featwesnoved. In the words of
MSN columnist Gary Krakow: “What some carriers femost is the e61's |
ability to handle VolP calls when you're near aefrdly wireless network. :
That's why we won't see Wi-Fi on the e6%.”

I
As of 2006, there are “pure” Wi-Fi phones beingisialthe United States, suct [l ;
as the Netgear SPH101. But these phones do n&tomothe cellular networks i
operated by the commercial wireless carriers. TareyWi-Fi phones only—
typically only allowing a user to make phone caltsng Skype or other VolP
providers within range of a local area or public-Minetwork.

!

f

i
.L

Figure 7. Nokia U.S.
€62 (e61 sans Wi-Fi)

In the United States, with a few notable exceptidgns difficult today to find a
Wi-Fi capable cell phoné. It is difficult to see how the practice of blonki Wi-
Fi in mobile devices is helpful to the American samer.

3. Discrimination in 3G Broadband Services

Under the general banner of 3G (“Third Generatig€jvices, wireless carriers
have begun offering various types of broadband sataices using their wireless

spectrum. These data services are designedusdukeboth for smart telephones
Figure 8. Netgear and personal computers (presumably laptops) thrauglata-card (typically a
SPH101 modem card with an embedded antenna that plugghetecomputer). GSM and
CDMA telephones use different protocols for theatadervices (such as EVDO

and HSDPA). While there are important technicdfedences, we shall refer to all as 3G wireless

broadband services.

Verizon, Sprint-Nextel, AT&T and T-Mobile now aliffer wireless broadband services of various kinds.
These data services, based on licensed spectrunpete with commercial and public Wi-Fi providers,
who offer services for free or for a fee in cafa@isports, and other public facilities, at desigdaltet spots

or hot zones, and in some cases throughout éities.

Wi-Fi is faster than 3G. Under current technolsgi¢/i-Fi has a capacity between 11 Mbps to 54 Mbps,
which means that Wi-Fi usually operates at the marn speed of the underlying Internet connection
(often a home DSL or cable connection), minus wheatés lost through interference or sharing. As3@,
Verizon and Sprint have claimed average downstrepeeds between 500-600 kbps, though some in the
industry contest these claims. One independentofeAT&T's broadband network found downstream
speeds between 100-300 kbps, and upstream spegets10® kbps?

The major advantage of 3G broadband data servi@rsWi-Fi is not speed but coverage—Wi-Fi networks
tend to be offered sporadically, by various proxadéor neighbors), while cellular data services are
available anywhere that the carrier’s network reach

In a manner similar to early broadband servicesizda and AT&T have offered their services pursuant
discriminatory conditions of various kinds.

™ AT&T will soon offer the Apple iPhone, which hasi\& capabilities. Also, since October 2006, T-
Mobile has offered a plan in the city of Seattleendby consumers can use a hybrid telephone, sold by
Mobile, in T-Mobile’s “hotspots,” although this feae also entails an extra monthly fee. In addijtalso
in October 2006, T-Mobile began to make availab&“Dash” smartphone with Wi-Fi capabilities. Utse
can also buy Wi-Fi phones in Europe or Asia andarnghem.
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Blocks and Bans

The practices of Verizon & AT&T with respect to thelata services are most notable. Verizon widely
advertises an “unlimited broadband access” offefireg Figure 9 below?.

However, in practice, Verizon imposes limits on its
“unlimited service”—namely by restricting bandwidth
and designating certain applications as “forbidden.
AT&T and Verizon have virtually identical Terms of
Service contracts. They ban their users from utieg
broadband connections for any purpose other than:

1. Internet browsing;
2. E-mail; and

3. Corporate

intranet access (including access to

Figure 9. Verizon EVDO Advertisement  corporate email, customer relationship management,
sales force automation, and field service automatio

applications).
Verizon limits its “unlimited” brand service as los:
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Under these contracts, a computer user who sulesctid Verizon’s “unlimited broadband access” is
contractually barred from many of the most populses of the Internet. The provisions ban, for edam
a computer user from downloading episodes of theviggon showlLost or even music, from Apple
iTunes. They also bar downloading user-createdecoron YouTube, or using VolP providers like Skype

or Vonage.

How are these rules enforced? First, while thisoispossible to verify, Verizon or AT&T may be bldng
or degrading applications that fall outside it t$ “permitted” uses. The limits of this studyeptude

monitoring any active blocking or degrading.
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Second, over the last two years, Verizon has stmhdhe accounts of people who use banned applicati

or too much bandwidth. Numerous people have comgdaabout being shut down by Verizon for such
reasons’ Victims identify two patterns of termination. the first, users are notified through a lettert tha
they are using too much bandwidth and asked toacallmber. When they call, they are asked whether
they are downloading games or songs. If the anmwies,” the user is terminated, and charged 5$
termination fee. In a second reported pattern,afiygeal stage is skipped: customers who, accotding
Verizon, use too much bandwidth, are terminateddadged the termination fee.

An excerpt from a termination letter is below:
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One anonymous user who was terminated documergembhiplaint as follows:

%

55/=/ B

&2

In the summer of 2006, the group Consumer Affais tests of the 3G limits and were terminated for
using too much bandwidth, despite the fact thay i not violate any contractual limitatiofs.When
contacted by Consumer Affairs, a Verizon spokesndaffrey Nelson, maintained that advertising the
service as “unlimited” is not misleading to consusne‘[The limits are] very clear,” he insistedn“all the
legal materials we put out™®

4. Application Stall

In the words of Michael Mace, an observer of théitecapplication world:

In the words of another commentator:

)

As these comments suggest, all is not well in thddwof mobile software development.
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Software Development on the Web and PC

The hallmarks of the software development enviramnfier personal computers and Web applications are
(1) permissionless market entry, (2) relatively l@asts of market entry, and (3) open development
standards that make it possible to write to maayfpims. It is important to examine how theseuesss
work together. Today, a Web or PC developer caveldp a new application without seeking the
permission of any carrier, the World Wide Web, oy aperating system owner. A new Web-based firm
can be launched without “clearance” from anyoneimil&rly, applications for the major operating
systems—Linux, Apple, UNIX and Microsoft Windows—rcée written without the permissions of the
companies or authors of those systems.

The costs of developing software for these marketdle not zero, have been relatively low. Obwglyya
developer needs a degree of computer expertisecamguter equipment to write a new application.
However, that has not prevented hobbies from bemgmiulti-national corporations. eBay, for example,
was run as a hobby site before becoming a mulighildollar concern. The amount of start-up calpit
required was sufficiently low that the businesslddae launched as a part-time job. eBay is aneexdr
example, but the history of the personal computer the Internet is full of examples of low-cost ketr
entry. Microsoft was a tiny concern wherbiggan to market MS-DOS. Yahoo! was a graduateestud
project. Similar examples are legion.

The importance of these facts for software devekincannot be overstated. They allow developers to
discover, or try to discover, entirely new markatssery low cost, and they give consumers morecghoi
and value. Few in the 1980s would have ever predithe existence of large markets for search esgin
auction goods, online media, and other markets timate been discovered in the software/Web
development environment. Not every market thatppes thought might exist has worked out—consider,
for example, the “push” application craze of thel+hD90s. But through trial and error, many newkaty
have been discovered. In addition, cheap entrddoelopers creates iterative product developmeapigr
advances and improvements on products, based onwdiks and what does not. As it becomes more
expensive to roll out a software product, the acdtinprovement slows.

Difficulties for Developers

Many application developers believe that the moagplications market is stalled, or much less actihan

it might be. Developers describe many reasonsughothree are dominant: (1) access to phone
capabilities, (2) extensive qualification and ap@loprocedures, and (3) pervasive lack of standards
many areas.

Access to Phone CapabilitiesSays one developer, “the bleeding from the necklpro is this: you cannot
do anything if you cannot access the power of gnellwvare. Right now, you just can't get at the @isn
capabilities, so you really can't do much.” Today,the mobile device world, there are two dominant
development platforms: Java and BREW. Both craatetual machine that runs on top of the tele@i®n
capabilities. Neither offers application develapdull access to the technological capabilitiesttod
telephone.

Developers complain that carriers and even equipnmmakers do not make available many of the most
useful application programming interfaces (APIS)reserve them for some developers over otherghen
words of one developer, “If you are a J2ME [Javelealoper you'd be shocked at the number of
capabilities that get locked down for no fuckinggen. Serial port access, Bluetooth access, logatio
Internet access with encryption, the list goes on...”

Simple evidence of this problem can be clearly fissti by anyone who owns a cell phone. Available

applications, if they need processing power, temghérform very badly. On the Motorola Razr, even
simple computer games run at a snail's pace, andal@ a long time simply to render graphics on the
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screen’* As one developer explained, “the guys who workVatizon or Motorola aren't software
developers, so they're just struggling to makedhimwork. And thanks to lack of access for everyelse,
the applications on phones are mostly a joke.”

Screening DevelopersA second problem is the carriers’ qualification approval requirements. Each of
the carriers has extensive qualification procedtwesecome a developer for their cell phone platfr
Becoming a registered developer is expensive, wtgchobviously impede development by very small or
hobbyist developers. While hobbyist developers may sound important, the history of the computer
industry shows how important small developers can Bhe work of economists like MIT’s Eric von
Hippel show how important user-driven innovatiom ¢ee in fields as diverse as software through isgrfi
Qualification procedures that make user-driven smpments impossible sacrifice that poteritfal.

For example, most of Verizon Wireless'’s telephongsthe BREW development environment, one of two
used commonly for mobile telephones. BREW, as ém@nted, requires an extensive and expensive
three-stage process to develop applications. gliires (1) pre-qualification of individual develapge(2) a
rigorous process of testing for all applicationsg é3) individual submission of each application/erizon

for approval and a potential contract. In taking approach, BREW is notable for its apparentctaja of

the value of an open development environment. BREW'’s promotional materials, directed to carriers,
state:

DMG> MG*G CG-> DMG> E L
)

The consequence of this level of control is muds ldevelopment of applications for BREW telephones.
As David Passmore writes, “software can't be itsthin Verizon BREW phones without permission of
the operator, who gets to determine whether theltieg services are compatible with its walled gard
business model, and then insist on collecting agreage of the revenue®.”

Lack of Standards.A third major problem is the costs created by tinees number of mobile platforms—
the variety of cell phones, each with varying opiagasystems and different implementations of Jand
BREW, the main development environments. The latkstandards raises development costs, as
developers need to spend considerable resourceéagrake that even a simple wireless applicatiorka/o

on a reasonable portion of the cell phone platforms

The following diagram (Figure 10), based on the kvof Henry Holtzman of the MIT Media Lab,
highlights some of the differences between the RCraobile phone environment:

** For example, lomo’s “Gold Club” title takes betwe20-22 seconds to render a screen on a Motorola
Razr mobile phone.
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Figure 10. Differences Between PC and Mobile Phori2zevelopment Environments

As this diagram shows, while developers would tikevrite software for phones and smartphones, tieth
variety of standards in some cases, and the laeksténdard in other cases, can be a major impedithe
Some large developers overcome these difficultieis,not without cost. As one developer commented,
“yes you can download Google Maps for your BlackpeBut that's because at Google they have a huge
team who spends all their time just trying to geveak version of Google Maps working on all those
different platforms. That's about the best they da, and that's Google we're talking about.”

* k%

We now consider several specific areas that, despitat potential, have experienced delayed
development, for some of the reasons discussedeabov

SMS Crippling

SMS, or short message service, is available on owsrican mobile phones, and is usually used for
sending messages between friends. However, derslgmint out that SMS could be adopted to a far
broader range of innovative and interesting udest example, many firms have been interested ingusi
SMS as a means of payment, or, for example, asamsnir charities to raise funds. Unfortunatehg t
carriers have imposed complex controls on the usddbe SMS system that have all but crippled many
uses other than the most basic ones.

The following anonymous testimony from a develogescribes vividly the challenges in developing an
SMS application:

88 This is not to completely discount the existinfpes to provide a uniform development platformunS
Microsystems’ Java Micro Edition is probably thesbknown effort to standardize development across
mobile platforms, though developers report thagihains inconsistent across platforms and undermive
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As the anecdote suggests, the challenges surraunikiéndevelopment of an SMS-based application are

formidable.
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Geolocation & Mobile Social Software (MoS0So0)

Thanks to the government’s “Enhanced 911" (e911)date, all American mobile phones are required to
have basic geolocation capabilities, while someehaore advanced, full GPS capabilities. This fesatu
can be utilized along with tools like SMS, to cee@novative location-based applications—from fimgli
friends to locating lost items or restaurants. f&g such applications have not been develope@nto
significant degree, in the U.S.

An example is the effort to develop “Mobile Soc&dftware,” or MoSoSo, modeled on successful social
networking sites like Friendster and MySpace. Thecept behind mobile social networking software is
the ability to use your mobile device to find oulteve your friends are, and to tell them where yeu &or
example, you might use the software to figure ohether any of your friends are at the café or bar t
which you are headed.

Unfortunately, despite the promise of MoSoSo, & fiat to become a widespread phenomenon. It may be
that the services simply aren’'t popular, or haveyét reached a critical mass of people. But the

development challenges just described have ceyt&ield things back. As commentator Danah Boyd
explains:

< - L

<
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Boyd’s concerns reflect general problems in thesaarOther developers discuss the difficulty ofeasing
the GPS capabilities of phones. It stands to re#sat, without the power to harness the relevantvare
capabilities, the development of useful GPS apfitioa will continue to be delayed.

The OpenMoko Model

One model for how to solve many of these applicatigvelopment problems is something called the
“OpenMoko” model. The OpenMoko is a project, bathey various firms and developers, to produce
mobile platforms that are as open to developmenthasWeb and major operating

systems.

In early 2007, a Taiwanese firm, FIC, Inc., annaththe release of a phone called ti
OpenMoko Neo1973. The phone works on GSM netwaaks, its distinctive feature is
that it runs a standard operating system (Linux) @ncompletely open to installation o
third-party applications. In other words, the Operdd telephone comes with basic voic
services, and allows a user to install any appticashe is interested in, downloadabl
from the Internet.

As Sean Moss-Pultz, who works for FIC, Inc. ané iader of the OpenMoko project.

explains, “we want to build the first product treattually gets better the longer you ow  Figure 11.

it.” According to Moss-Pultz, the essence of Qgleko is giving developers full acces:FIC's Neo1973

to the capabilities of the telephone. “If you dohave access to the hardware, you really can't do
anything.”

Whether the OpenMoko model will take off is far tsoon to tell. The model depends both on the
willingness of consumers to buy an unsubsidizednphand the willingness of third-party developers to
write software for a telephone which will, at firstave a small user base. But what the OpenMokoemod

shows is that the current model of cell phone dgwekent is not the only way. Most industry obsesver

bemoan the stagnant nature of mobile phone apigiicdevelopment, but there are solutions.
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It is interesting to contrast the present mobileeltgpment environment with that of early computer
platforms, such as the Apple Il. The Apple Il bétlate 1970s was, like today’s mobile phone, Hqia
with some serious technical limits. However, innpavays, the Apple was better for development than
today’s mobile devices. It gave its users a natigeelopment environment (BASIC and Assembler) that
had full access to the (albeit limited) power & timderlying hardware. The Apple I, furthermdrad no
particular pre-qualification or approval rules ttevelopers.

It seems strange that today’s mobile phones shbeld more closed and limited development platform
than a computer released in 1977. We might pog#hthis way: if mobile devices are to become goma
platform for software innovation, like the persomamputer and web, they must become at least as
hospitable to innovation as the humble Apple II.

Part lll:  Analysis & Recommendations

1. Rating the Catrriers

Based on the investigation undertaken here, @y ¢o rate the carriers on the degree to which thepect
Carterfone network neutrality, and open platform developmpnciples. Broadly speaking, Verizon
Wireless scores the most poorly across every cateadile T-Mobile scores the best. AT&T and Sprin
are in the middle.

Verizon Wireless

As documented, Verizon Wireless engages in thedastarange of discrimination and misrepresentakiona
behavior. It violate€arterfoneby blocking unaffiliated network equipment. Itposes what appears to
be the most restrictive crippling of telephonesthe industry, crippling Bluetooth and blocking Wi-F
capable phones, practices for which it has beed.sus prefered development environment, BREW, is
strictly limited. Its wireless broadband serviceslvertised as “unlimited,” come with extensive and
sometimes undisclosed usage limitations, violatimgh consumer protection norms and core network
neutrality principles.

AT&T

AT&T is a GSM carrier, and locks its phones to &iE&T network. AT&T's broadband data service is
provided with severe restrictions similar to the$&/erizon. However, accounts of enforcement areas
common with AT&T as with Verizon. AT&T also cripgs its products in various ways. It disables
Bluetooth features on its Treo smartphones anthencase of the Nokia E61, forced the manufactiarer
remove Wi-Fi capabilities. On the Apple iPhonejlelunconfirmed, many believe that AT&T’s pressure
led to the iPhone’s inability to run third-partymigations. It's also too early to tell if the i&e will have
true or crippled Wi-Fi capabilities.

Sprint

Sprint’s wireless broadband data services are geavivith fairly reasonable restrictions, similartbmse
historically imposed by dial-up ISP operators. tbligally, Sprint has taken chances on new and
innovative platforms, like the Handspring Treo. ri8p however, has led efforts to cripple Bluetoattn
various platforms, and has generally consenteldedtocking of Wi-Fi.

T-Mobile

T-Mobile, the smallest U.S. carrier (other thanioegl carriers like AllTel), offers the least rastions. It,
like AT&T, locks its telephones. It will allow cteamers who are aware of what “locking” is to reques
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unlocking after owning their phones for three manthir-Mobile is not a major player in the broadband
wireless market, so its practices in that areanateeasy to assess. T-Mobile seems to offer th&t open
Bluetooth capabilities in the industry. Along wiiT&T’s Apple iPhone, T-Mobile is also the only kwa
carrier, as of January 2007, to have publicly madslable Wi-Fi-capable telephones, although (asao
above) this comes at an extra cost to the consumer.

2. RECOMMENDATIONS

Recommendation 1 Cellular Carterfone

As described abové&arterfonewas and still is among the most fundamental ruteteiecommunications
policy—the Magna Cartaof telecommunications competition. Of the variquegential actions, adapting
Carterfoneto the mobile world is likely to have the greatesisitive consequences and the minimum
negative side-effects.

In light of existing practices, wh&arterfonemeans for the mobile industry is fairly clear.nléans, first,
that two existing carrier practices must stop:

on CDMA networks, blocking the registration of noarrier-affiliated telephones; and
on GSM networks, “locking” of equipment to singletworks.

A second reform is more ambitious yet more impdrtarhe industry or the FCC should, as in the Bart
rules, define a basic interface to which any eqgeipihmanufacturer could build a mobile device aridtse
consumers. As Eli Noam put it, “while the carrieutd still offer and market its preferred equipment
could not exclude other equipment, as long asnfams to certain technical specifications pertainio
the RF transceiving function and non-discriminatorgiustry specifications for air interfaces stamiar
These specifications could not close equipmentdiparty applications or access to other network
protocA%Is offered by other types of providers, @glas it conforms to the FCC'’s software definatiaa
rules.’

Some may argue that a standard interface for motgtesorks would be highly complex or impossible.
This report, obviously, cannot address the fulldetechnical issues involved. However, there adsons
to think that impossibility is an over-statemeneTwireless world already has standardized integaefor
example, the GSM standard contains the standar@®ddcard (though its function is usually cripplby
U.S. carriers). A standardized interface would kvbke any other in the phone or electric industry.
Spectrum bandwidth is a commodity, and the interfaould provide the user with a fixed maximum
bandwidth and, like an electric meter, bill the somer for the amount of bandwidth actually used.

The ramifications of such a rule are extremely inga. Today, the mobile world is fixated on
telephones, and to a lesser extent, messaging.e¥wgiven a standard interface, and the ingemifitiie
electronics industry, we might expect major leagsvard in:

* Mobile video  Right now, large-scale deployment of mobile TV wdeo services, especially
independent of the cell phone model, is perpetushiied in “carrier trials.” Companies in thiscga are
completely subject to the carrier’s plans for meldiV. To take one example, Crown Castle Intermatie
Modeo product has been thrown into jeopardy for wantcafrier cooperation with its plarfs. A
consumer’s ability to buy a hybrid device, or ewefipure” IP device, that could simultaneously asces
other services on other frequencies could drivéh&urinnovation and development—and not just fdewi

* Mobile geolocation tools Presently, the technical possibilities of geo-tmraare highly underutilized.
For example, an electronics company could sell allsevice, using a tiny amount of wireless bandtid
that could broadcast its location, making it poesidnd cheap to keep track of pets, vehicles ahdrot
highly mobile entities on a global scale. The tgrmon developing both devices and software thahtnig
inter-operate with wireless networks have so fadensuch products scarce in the market.
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* Mobile functions built into more devices There are telephones with cameras, yet it is harfihtl a
camera with mobile functions—that is, a camera tlaat download location-specific information, or agud
photos it has taken. Cameras are one examplegibah a standardized mobile interface, wireless
communications might be built into cameras, refidders, e-Books, and other devices. In the 199@sy
spoke of the refrigerator that might call the grycgtore to order more milk. Access to even timoants

of low-frequency wireless spectrum could make thpossibility, yet the ability of devices to intesnnect
between these applications and commercial netwer&<ritical limiting factor.

* Phone variety. While the carriers do carry a wide variety of pHenes, if phones were generally
unlocked, we could expect see even greater prodiversity. As detailed above, major companies
introduce dozens of cell phones each year, onlgraltul of which are sold in U.S. markets. Devitks

the Danger “Sidekick” barely made it to market uncierrent conditions—and are sold by one carridy on
(T-Mobile). We know that a better variety of pherig available outside of the United States. Beithave

no idea how many devices are dying on the drawoagdfor want of carrier approval in the Unitedt&sa

The full implementation ofCarterfone,would, over time, transform the wireless industriRule 68 is
arguably the most successful rule created by th€.F@s success should be exported, for it coushier
the same explosion of innovation that the wirelimdustries experienced in the 1970s and 1980s.

Recommendation 2: Network Neutrality

Wireless carriers should be subject to the same network neutrality principles under which the leab
and DSL industries currently operate.

In the early 2000s, the use of discriminatory teomhservice and blocking of applications were sglgn
condemned by Chairman Michael Powell and the Fé@amunications Commission. In a 2003 speech,
Powell outlined the following “four network freedaih

1. Freedom to Access Contenkirst, consumers should have access to their ctafidegal
content.

2. Freedom to Use ApplicationsSecond, consumers should be able to run applicatibtheir
choice.

3. Freedom to Attach Personal Device$hird, consumers should be permitted to attach any
devices they choose to the connection in their lsome

4. Freedom to Obtain Service Plan InformationFourth, consumers should receive
meaningful information regarding their service mih

At a minimum, regulators should use the same hgesieral scrutiny for the broadband services of lesi®
carriers. At issue, in particular, are the contratbans on the use of wireless connections fdiepiy
legitimate purposes, such as buying music from €Buor downloading videos from YouTube. Such
restrictions, even if enforced unevenly, risk wagpapplication development by discouraging the afse
some applications over others. If the carriensetgoal is managing bandwidth, they should makegbal
explicit. Metering of bandwidth is far more condweto innovation, competition and consumer choice
than is blocking.

Recommendation 3:More Disclosure Rules

Competition depends on information to work. Constsrcannot make wise decisions unless they know,
for example, the daily or monthly bandwidth limits wireless broadband services. Advertising “uitéioh
bandwidth” while maintaining secret limits is notcaptable. Consumers must receive truthful and
meaningful information about their service plan.
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Today, under agreements with states, the carrare hgreed to disclose information relevant targjland
coverage. However, much relevant information remmanissing or buried. Wireless carriers should be
required to disclose the following limits placed devices and services:

Locks placed on devices, and how to remove thepgstible;

The disabling of standardized protocols, such agt®bth; and,

If Internet access is provided, accurate and prentimformation on bandwidth limits, if any; and
prominent disclosure of any limits placed on In&treervices.

Recommendation 4:A Standardized Development Environment

It is clear that the mobile application environménnot what it could be. Calling it “a tarpit afisery,
pain and destruction” may be a little strong, baiiptures the sentiments of many developers.

The problems include failure to give developerseascto phone resources, over-demanding developer
qualification requirements, too much inconsisteaayong platforms, inconsistent operating systemd, an
overly restrictive controls on developers. The bomation of these factors has made what might be a
flourishing jungle of mobile applications much marfea desert.

It is doubtful that government can play a usefdérim this area. Instead, this report recommenhds t

mobile carriers and equipment manufacturers shdultdlamentally rethink their approach to the
development of software and applications for moplktforms. Working with developers to liberatedan

standardize mobile application development may wéld great dividends for all parties involved,
including both carriers and consumers.

In addition to the OpenMoko model already discussiegre are many existing models for better ingustr
cooperation in this area. They include the Inteiegineering Task Force and IEEE for major Intéerne
and communications protocols, and the CableLabigatives for cable Internet standardization. The
emphasis must be on giving developers access tpdiver of mobile platforms in a standardized way.
Given tools, the potential for new and innovatipplecations for mobile platforms is hard to estimat

Part IV: Economic Analysis

This final section addresses several difficult exoit questions that are implicated by this papeéirst,
given many instances of product crippling, we mask what motivates such behavior and whether
crippling products might, in fact, ultimately seregensumer interests. Second, many may argue hbat t
competitive nature of the wireless industry makwes gcrutiny of the industry in this paper unnecgssa
Third, some of the recommendations in this papertiqularly theCarterfonerecommendation, will yield
important objections based on scarcity and netwedurity. We address each issue in turn.

1. Why Cripple Products?

Some of the behavior described in this report prissa paradox. Why would carriers disable functjar
block development, that might be useful for consiwghe Does crippling ultimately serve consumer
interests?

A familiar framework for understanding the behavidiscussed in this paper is to view it as an
infrastructure problem, or as a problem ofertical integration® The carrier oligopoly controls an
important part of the national infrastructure, ngmtle public’'s licensed spectrum that carries tdigi
wireless signals. The relevant question is how spectrum caretakers interact with related vertical
markets: namely, the equipment and applicatiorketarwhich depend on the wireless spectrum.

Given these premises, the wireless carriers havebarous interest in exercising control over veatic
markets: maximization of revenue. Usually, but aletays, maximizing revenue is a useful motive,ifor
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suggests making the wireless networks and wiredesdces as useful to consumers as possible. cdeérti
integration or controls placed on the equipmentapyulications markets may represent efforts to mie
the utility of the overall platform for consumergor example, in some instances, careful “handloneay
cooperation between the carrier and equipment nelg @ better product or service. That's arguahby
case, for example, for the voice services thatlaeecarriers’ main offering. Each carrier worksefally
with handset manufacturers to make sure its vacece is carried efficiently on the spectrum introls.

In other instances, however, what the carriers wantbe at odds with what is good for consumerswvés
have seen in this report, the carriers often cordrocripple product features that might be usdtul
consumers. At various times, different carrieredhas detailed above, blocked, delayed or comditiche
following features on mobile platforms:

Wi-Fi technology,
Bluetooth technology,

Call timers on telephones,
Photo transfer capabilities,
Sound transfer capabilities,
Email clients, and

Internet Browsers.

Why do so, if, for example, Wi-Fi capabilities migihake a smartphone more useful? Logically, a more
useful platform, if better for consumers and depels, should ultimately be good for the carrier. tbtere

we develop three explanations for this behavior—ibia¢ suggests that crippling serves consumerdster
and two suggesting it does not.

Price Discrimination. Crippled products can sometimes form part of aepdiscrimination (or market
segmentation) strategy that in some instances aaithe whole, be socially beneficial. Companiell wi
sometimes cripple a product so as to sell it atveel price to those with less money. Industriaginely
segment markets, by quality and by price, a pradhat generally enhances overall consumer welfaoe.
example, the IBM Series E Laser Printer was agaster that was deliberately slowed down and $oid
less to home users. Similarly, Microsoft in 2002leased a crippled version of Windows, named
“Windows Starter XP,” that was substantially lesgpable than Windows XP—for example, capable of
only running three applications at any tifieThe idea was to produce a weaker version of Wirsco sell

in developing countries and sell it for less, tigrserving consumers who cannot afford the full &éiws
XP.

Some of the behavior described in this paper ldites a partially-implemented price discrimination
strategy. For example, if AT&T prevents Nokia franarketing the Wi-Fi capable e61 Smartphone in the
United States, it may be crippling the product sot@ be able to sell it cheap®r. Similarly, if 3G
broadband services are limited to web browsing ,oitlynay represent an effort to offer less capable
products for poorer consumers.

Whether price discrimination in high-tech marketsoin balance socially beneficial remains an open
qguestion. But the oddity of the facts discussa lethat while the crippled product is made ald#, no
full-featured and higher priced version of the pradis made available. Verizon will sell a Bluetioo
crippled phone, but not a Bluetooth-capable phaviest carriers will not sell a Wi-Fi phone at anycp.

In other words, the other half of the price disénation strategy is missing. Out of Superman islena
Clark Kent, but without retaining Superman. Thattfseems to raise doubts as to whether what the
carriers are engaged in what can properly be calledce discrimination strategy.

Protecting Revenue SourcesA more plausible explanation for the behavior skere is this: carriers
believe it makes sense to block a feature to pra@ecxisting revenue source, or to keep their oosts
low, even if that behavior is bad for actors in #ggiipment and application markets and hurts intiova
For example, again, many carriers cripple Bluetsothedia transfer capabilities. Bluetooth makessaisy

to communicate between a computer and cell phomehlacking helps preserve an existing revenue
source—the prices the companies can charge forssomgtones, wallpapers, and other content. et
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words, with a more open system, a consumer couidvpat she wanted without passing the carrier’s
“tollbooth.”

Unfortunately, protecting such tollbooths comea atice. Crippling Bluetooth also retards any naaflor
Bluetooth-compatible devices, and makes it muchendifficult for users of cell phones to move data
between their phones and computers. This kindaflpm is aspillover, or externalityproblem. It may be
that the money a carrier makes on ringtone dowislaadnore than it can expect to make from providing
consumers with fully functioning Bluetooth. Fomthreason, it may narrowly make sense for a wiseles
carrier to block Bluetooth. But the carrier wilbnbe taking into account the externalized costsuah
action—the costs to consumers and equipment matouéas who would like to make Bluetooth-
compatible devices other than headsets.

Cultural Explanations—the Bell Model. A different explanation for the behavior seen hisr¢hat the
carriers are simply acting to maximize their cohttnd power over their networks. They have adopted
strategy that prevents the development of busimestels or revenue streams that depend on theimonietw
yet over which they would lack significant control.We can call this the Bell model, after the same
patterns of behavior exhibited by the pre-breakap Bompany>*

Interestingly, the strategy may be a mistake. @ddiers may, in some cases, block the developmient
services that might make the cell phone platformemaluable, and therefore are ultimately goodtiier
carrier. The industry sometimes appears to pibfera new service or application not exist atrather
than develop into a lucrative industry whose pgcamd conduct it might not be able to control.

The major example of this kind of behavior is theategy adopted in the area of mobile software
development. Given standardization and more openrsestware developers might develop a range of
applications at the rate seen in Web developmeBut the carriers seem hesitant to allow such
development to occur, possibly out of the idea thany new services come into existence, the sesvi
should be “theirs.” Analyst Andrei Jezierski délses the carriers’ behavior as followdt's not clear if the
carriers will make money from these value-addedises. So if the economic model is still uncleahyw
give away more control earlier than you have to?”

While this strategy makes a certain amount of tivelisense, it may be a mistake. The industry,astspof
it, appears obsessed with the fear of becoming §usipe” or selling “a commaodity,” and thereby igig
up control over what happens on the pipe. Butsdieas come at a cost, and may lead, in some tegtan
to outcomes contrary to the interests of the carrie

2. Regulating Under Conditions of Oligopoly?

Some of the recommendations in this report, pdeibuthe Carterfonerecommendation, may lead to the
response that the wireless industry is generalguited forCarterfonestyle rules. There are two main
reasons. The first is based on the argument tigatvireless industry is highly competitive, unlikg& &T

in the 1950s.

The AT&T monopoly in the 20th century was accepadd even maintained by government action. By
contrast, it is often said that the wireless mohilarket is “fiercely competitive,” as if a compaté cell
phone company were as easy to start as a hot dad.stThat claim, oft repeated, does not standoup t
closer examination.

Structurally, the mobile wireless industry has &urel and major barrier to entry—acquisition offaiént
spectrum. Under today’s conditions, that meansidipg hundred of millions at a minimum—and more
likely billions or perhaps even tens of billions dbllars—to acquire sufficient spectrum to enteg th
market. For example, T-Mobile announced in 20@8 thwould enter the 3G broadband wireless market.
It also announced it would use $4.2 billion of ¢pem to do so. The oldest fact in broadcast, spact
scarcity, is a physical fact that cannot help lifetch the conditions of competition in the wirelegsrid.
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It is important to point out that, in one respdleg justifications for regulating AT&T were, to serdegree,

on weaker theoretical ground than in today’s wsslenvironment. The basis was a theory of natural
monopoly in the local loop, which has subsequemntiglergone much criticisMi. On the contrary, there is
less doubt that, using today’'s technologies andféaeral government’s outdated spectrum allocation
policies, spectrum suitable to support a wirelesdbila phone company is scarce. That scarcityuin,t
has obvious market effects.

The future of the industry, of course, is hard tedict. There is a chance that ongoing spectructians
may lead to greater market entry. Smaller firmie Clearwire Communications, which offers wireless
broadband services in some markets, may attenpioidde services that compete with the major cesrie
Yet the current trend is in the opposite directiohhe industry is a textbook oligopoly—premised an
bottleneck resource—with four major players. While one should discount the possibility of new
entrants, we must also look at the facts as theyreat as how we might imagine them to be.

Whatever we might expect from oligopoly competititinere are also some reasons to believe that even
competition between the carriers may not eliminegetain anticompetitive practices. Many of the
practices described in this report are benefi@alan individual company to pursue, yet impose tiega
spillovers on adjacent markets or society at |&fg&hose practices will not necessarily be elimidatg
oligopolistic competition.

That may particularly be the case where the fedtuguestion is not well understood by consumens, a
not often a relevant decisional factor. For examnphy a wireless firm can narrowly make more piwfi
crippling Bluetooth and protecting some of its tmge revenue. Unless consumers are aware of the
crippling and its implications, it will be diffictlfor a firm to differentially compete bwot crippling
Bluetooth. It is relatively easy for consumerstonpare firms by metrics like price and networkeage.

But taking the time to do comparisons on the basishether the carrier cripples technological featsets

is something only a select group of consumers kia@¢ime or expertise to do.

That leads to a final reason that the existenceoafipetition cannot be a reason not to examineezarri
practices. As just described, for competition tarky consumers must know what is going on. Totkay
competition can then be a reason not to examinesing practices and mandate as much disclosure as
possible is exactly backward. For it is such infation that is necessary to make competition worthe

first place.

3. Spectrum Scarcity, Network Security and Other Aguments

A different objection taCarterfonerules is the argument that the scarcity of wirelgssctrum and network
security make any such rules infeasible.

Spectrum Scarcity. While spectrum scarcity affects market structur@lso may affect the kind of rules
that can be effectively maintained in the wirelggace. To tak€arterfone for instance, how can carriers
allow devices they have not approved on a netwbdcarce spectrum?

The problem with this argument is that scarcitaiseconomic feature of not just wireless netwobks,
wireline networks as well. Both wireless and theal loop are last-mile networks of limited avalab
bandwidth, and, in fact, the bandwidth availableacsopper local loop is considerably less thananesof
today’s wireless networks. For both productsait be claimed that third parties cannot be trusiadake
products that respect the shared needs of the retwim the Hush-a-Phonecase for example, AT&T
claimed that third parties would bear “no respoitigibfor the quality of telephone service, but [be
primarily interested in exploiting their products.'Similarly, local carriers for years complainedatth
modems abused the scarce resources of the phomerkefy maintaining long connections). But as
Judge Robert Bork argued in another context: ‘&dbnomic goods are scarce... since scarcity is a
universal fact, it can hardly explain regulation dne context and not another. The attempt to use a
universal fact as a distinguishing principle neaeifsleads to analytical confusion’”
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Does the fact that the local loop is reserved badhitiw(about 64 kbps), while wireless users shafara
larger pool of bandwidth, make a difference? Yes degree. You can leave your phone off the tadlok
day with little effect on the telephone networkasvhole. However, a wireless connection left open
would affect other customers.

The fact of shared bandwidth is important and tlieireless mobile networks. However, that is dls®

of most networks, including all Ethernet networkse cable broadband networks, Wi-Fi networks, and
other network designs. One advance over the dast years of telecommunications technology andcgol

is a better understanding of what is possible usimgred-bandwidth networks, and in fact many of the
pieces of handling shared spectrum are alreadyweliyunderstood.

What is needed are private and sometimes governsteemtiards that allow a network to be shared. 'Fhat
how, for example, Ethernet and DOCSIS cable netsvev&rk. That is also, crucially, how many of the
cell phone networksalready work, through the GSM and CDMA standards. Thesadsdrds already
control and standardize how individual devices maise of scarce spectrum—making strange the
argument that scarcity is unmanageable as a temffical issue. The second necessary element for
addressing scarcity is pricing that reflects tharsity of the resource, which is also already pdyti
implemented by current cell phone pricing.

One thing should be clear from this. The answescarcity that has been rejected is the insistérateone
party need to have total control over all aspetth® network to make possible usage of sharedsaacte
bandwidth. The issue of scarcity is not, by fpghciples, as completely different on wireless avickline

networks as is often maintained. For that rea#fuathinking on network attachments from the wireli
world is properly considered here.

Network Security. Customer representatives for the various compashédésnded practices as varied as
phone locking, whitelisting, Bluetooth cripplingnda other practices as necessitated by the demdnds o
scarcity or to protect network security. For exéamp/erizon Wireless originally justified crippling
Bluetooth on its telephones as a means of prewgrifraud” and virus infections. AT&T made similar
claims in opposing th€arterfoneprinciples.

There are valid and important security concernsvorless network&® The point here is similar to the
point just made about bandwidth scarcity. The tioeghat must be asked is whether the issuestwofank
security on wireless networks are fundamentallyfedént from similar concerns on other networks.
Jonathan Zittrain’s work is the starting place tioe debate over network security and what it sheud
should not justify’® As he points out, any allowance of open entrg asmpetition is likely to lead to
greater abuses. Yet it is also essential to rereertiitat the abuses are a cost that comes with efiben
innovation, flexibility and diverse social function

Spam, viruses, junk mail and telemarketing areediffit names for problems that every information
network faces. What this suggests is that netwedurity must be taken seriously, but also canacbine
a blanket answer to any scrutiny of carrier prastic

All Regulation of Access is DoomedA final argument is that any public effort and peph any private
effort to promote greater access to wireless nétsvizr a bad idea. Drawing a comparison with UNEARE |
sharing, Scott Wallsten of the Progress and FreeBoomdation writes that “regulating how wireless
carriers allow their networks to be used would espnt another version of regulating network accass,
the history of such regulation does not bode wliits impact.®® Oddly, most believe that ti@arterfone
rules, which “regulate network access,” are amomg successful in the history the FCC. Before
Carterfone the interconnection requirements of the earhh2@ntury, critical to the growth of a national
phone network, were also the “regulation of netwadcess.” In fact, nearly all telecommunications
regulation is some version of regulating networkemss. The important question is not whether adsess
regulated, but whether it is done well. The lihewing rules were a failure, whil€arterfonewas a
smashing success.

27



The comparison of th€ellphoneCarterfoneproposal with the line-sharing rules of the 19%0the wrong
one. The rules urged here are, as the name saggestrsion ofCarterfonerules. They were never an
effort to provide a price-fixed access to the Bgllsone lines. Instead, they center on a conswsmaght to
attach the devices of his choosing to the Bell nekwand their time has come in the wireless world.

Conclusion

In many respects, the mobile market is and remaim@nder. But the infancy of the wireless market i
now passing, making greater public scrutiny of stdy practices more appropriate and importantthin
words of analyst David Passmore, “At some poirthink Americans are going to put their foot dowrdan
say, ‘We won't tolerate this anymore.”

* k *
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